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PRACTICAL 6 

 

Aim: To perform network analysis using Wireshark in Ubuntu OS. 

Software Used: Wireshark 

 

Introduction: 

Wireshark is a free and open-source packet analyzer. It is used for network 

troubleshooting, analysis, software and communications protocol 

development, and education runs on Linux, OS X, BSD, Solaris, some other 

Unix-like operating systems, and Microsoft Windows. 

 

Features: 

Wireshark is software that understands" the structure (encapsulation) of 

different networking protocols. It can parse and display the fields, along with 

their meanings as specified by different networking protocols, Wireshark 

uses pcap to capture packets, so it can only capture packets on the types of 

networks that pcap supports. 

• Data can be captured from the wire" from a live network connection or 

read from a file of already-captured packets. 

• Live data can be read from a number of types of networks, including 

Ethernet, IEEE 802.11, PPP, and loopback. 

• Captured network data can be browsed via a GUI or via the terminal 

(command line) version ofthe utility, TShark. 

• Captured files can be programmatically edited or converted via 

command-line switches to the"editcap" program. 

• Data display can be refined using a display filter. 
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Color coding: 

The user typically sees packets highlighted in green, blue, and black. 

Wireshark uses colors to help the user identify the types of traffic at a glance. 

By default, green is TCP traffic, dark blue is DNS traffic. Light blue is UDP 

traffic, and black identifies TCP packets with problems --for example, they 

could have been delivered out-of-order. Users can change existing rules for 

coloring packets, add new rules. Or remove rules. 

 

Procedure: 

Step 1: Installing Wireshark 

sudo apt-get install wireshark 

Step 2: Running Wireshark 

sudowireshark 

Step 3: Wireshark Configuration and Usage/Select an Interface and start the              

             Capture 

Step 4: Filtering (Write commands) 

1) By Source IP Address 

2) By Destination IP Address 

3) By Ip Address 

4) By Protocol 

5) By PORT number 
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Results of filtering: 

1. By Source IP Address: - 

 
 

2. By Destination IP Address: - 
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3. By Ip Address: - 

 

 

4. By Protocol: - 
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5. By PORT number: - 

 

 
 

Conclusion: - 

By performing this practical, we learnt that how to analysis network using 

Wireshark in Ubuntu OS.  

 

 


